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February 11,2009 " -

Marlene H. Dortch

Office of the Secretary

Federal Communications Commission
445 12" Street SW

Washington DC 20554

RE: EB Docket No. 06-36 -+
 CPNI Centification for Calendar Year 2008

g !

Dear Ms. Donch

~
~

Enclosed for ﬁlmg please find an origmai and four oop@es of Arinual 47 C F. R. Sect
64.2009(e) CPNI Centification atong with an original and four coples of the Accompanying
Statement of Compliance Attachment tor Cmsslake Teiaphone Gompany d!b!a Crosslake
Commumeatlons : :

Sincerely,

Qb Q‘Jéowﬁw?@\,
Debby Floerchinger
Office Manager ' .
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Annual 64.2009(s) CPNI Certification for 2008,
Date filed: 01/26/2008°

Name of company oovered by this certification: Crosslake Tehphono Cmnpany d/b/a Crossiake
Commumcahons ‘ ‘ n .

Form 499 Filer ID: aonaa e P
Name of signatory: PauiHoge- o R
Title of signatory: General Manager

I, Paul Hoge, certify that | am an officer of the company named above, and acting as an agent

of the company, that | have .parsonal knowledge that the.company has established opsrating
procedures that are adequate to ensure compliam:e with the Commission’s CPNI rules. See 47

C.F.R. § 64.2001 et seq.

v A v

Aftached to this cemﬁcation is dn’ accompanying statérment a:q:lamlng how the oompany‘s

- procedures ensure that the company Is in comphance with the tsqutfements set forth in section

642001 et seq Of m co'!"'lm.s ru'os 58 ST TOLY RCAAN T HOCYF | IL‘! Pl ’.Tf‘i;;‘{ OF O0ars _!‘”)_
procedures, 5 RN

Thaomnpanyhasmttakenanyaﬁons(prooeeﬁngsmﬁtmedorpeﬂﬁmsmedbya
company at efther state commissions, meeomtsystem,o:atme Cmmissionagainstdam bfokers)~
against data brokers in the past year. | R e

LI ey

mecompanyMSnonecelvedwmstmeompialnwmmgpastyaarmmngme
unauthorized release of CPNI.

Thecompanycuﬂenﬂyhasmwwmmfomahmvﬂmmmmamssespmem
are using to attempt to access CPNL: ‘Al this tims; we havé not encountered known pretexting. Our
protective measufes agamst pfetenars are ou&ned In the acoompanying statemem of cperating
procedures. :

el . - ,... s ..e.. - .I“ s .

Signed: A
ul Hoge ﬂ T ST S R




ATTACHMENT Aocommnymg Statement of Compllance

Per the FCC CPNI mles [47 CFR §64.2009(e)] and as retarenoed in the attached signed
certification, Crosslake Telephone Company d/b/a Crosslake Commuriications herein
referenced as the Company hereby certifies that the Company is in compliance with tha
FCC CPNI rules and has:outlined somo of the important operating procedures below in .
order to ensure the Company's oompﬁanoe in tha protectwn of CPNI TR :

UseofCPNlinMaMg . SR T

Our company does not usaCPNl manyd its ma:ketmg eﬁom and doesnua permitlhe use
of, or access to, customer CPNI by our affiliates or any third parties. We use, disclose, or
permit access to GPNI on!y for the purposss pannutad under 47 U.5.C.-Sections 222(c){1)
and (d). ’

CPNI Safeguards

Our company has designated a compliance officer to maintain and secure the company’s
CPNI records and 10 supervise training of all company employees.

Our company trains its personnel as to when they are, and are not, authorized to use or
disclose CPNI, and we have an express disciplinary process in place if the rules are
violated.

Our company authenticates the identity of a customer prior to disclosing CPNi based on a
customer-initiated telephone contact, or in-office visit.

Our company disclosed call detail information (CD!) in a customer-initiated call only; after the
customer provides a pre-established password; or, at the customer’s request, by sending the
CDit to the customer’s address of record; or by calling back the customer at his or her
telephone number of record.

Our company discloses CPNI to a customar in parson at our office location only when the
customer presents a valid photo iD and the 1D matches the name on the account.

Qur company establishes passwords with customars in order to authenticate customer.
Neither passwords nor the backup method for authentication rely on customers’ readily
available biographical information.

Our company notifies a customer immediately of changes in: a customer's password, a
customer's response to back-up means of authentication, or address of record.

CPNI Recordkeeping and Reporting

Our company maintains records of our compliance with the FCC's CPNI Rules for use of
CPNI in outbound marketing efforts, for at least one year.
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Our company is prepared to provide the FCC with written notice, within five business days of
any instance where the “opt out® mechanisms do not work properly.

Our company is prepared to notify the U.S. Secret Service and FB8I within seven business
days after the occurrence of an intemational, unauthorized (or exceeding authorization),
access to, use of, or disclosure ¢f CPNL. We may aiso notify the customer of such breach,
after consulting with the investigatory agsncy(iss) , if we believe there is an extraordinarily
urgent need to notify a customer (or class of customers) in order to avoid immediate or
irreparable harm. We will notify the customer of the breach after seven business days
following notification to the FBI and Secret Setvice, if such agenciss have not requested that
we postpone disclosure to the customer.

Our company will maintain records of any discovered breaches, notices to the Secret
Service and FBI, and their responses, for at least two years.



